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Disclaimer 

The information in this presentation is for informational purposes only and may not be incorporated into any contract. 
There is no commitment or obligation to deliver any items presented herein. 

• This presentation may contain product features or functionality that are 
currently under development.

• This overview of new technology represents no commitment from VMware 
to deliver these features in any generally available product.

• Features are subject to change, and must not be included in contracts, 
purchase orders, or sales agreements of any kind.

• Technical feasibility and market demand will affect final delivery.

• Pricing and packaging for any new features/functionality/technology 
discussed or presented, have not been determined.

• This information is confidential.
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• vSphere News
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• vCenter Server Appliance Exclusive Features

• vSphere Management Clients

• Additional Resources
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vSphere News
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VM Encryption 

HTML5 vSphere Client

vCenter High Availability File-Based Backup / Restore

RESTful APIs Actionable Logging

Secure BootImproved Host Profiles

vSphere 6.5 Features

Predictive DRS

For more information on all the new vSphere 6.5 features visit
https://blogs.vmware.com/vsphere/
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vSphere 6.5 Update 1
https://blogs.vmware.com/vsphere/2017/07/vsphere-6-5-update-1-hood.html

vSAN and vSphere 
Update Manager 
integration

HTML5-based 
vSphere Client 
supports 90% of 
general workflows

vCenter Server 
Foundation now 
supports 4 hosts

Increased vSphere 
Maximums

Installer support for 
macOS Sierra

ESXi support for Mac Pro  
6,1

vSphere 6.0 U3 to 
vSphere 6.5 U1 
upgrade path now 
supported
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vSphere 6.5 Update 2
https://blogs.vmware.com/vsphere/2018/05/vsphere-6-5-update-2-now-available.html

Embedded Linked 
Mode  Support for 

Greenfield or 
Expanded 

Deployments

Custom Port Support 
for Migrations and 
HTTP Reverse Proxy

IPv6 Support for 
VM Encryption 

KMS

Batch install, upgrade, 
migrate using CLI 
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What’s New with vSphere 6.7

8

• Enhanced VCSA Performance

• vSphere Quick Boot

• Single Reboot Upgrade

• Support for 4K Native Storage

SIMPLE & EFFICIENT 
MGMT AT SCALE

COMPREHENSIVE BUILT-IN 
SECURITY

UNIVERSAL APP PLATFORM SEAMLESS HYBRID CLOUD 
EXPERIENCE

• vTPM

• TPM 2.0

• VBS

• Encrypted xVC vMotion

• Enhancements for Nvidia 

GRID™ vGPUs

• vSphere Persistent Memory

• vSphere Integrated 

Containers

• Instant Clone

• Per-VM EVC

• Hybrid Linked Mode
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• Photon OS - operating system 
built for virtualization

• OS vulnerability patches on a 
monthly release cycle

• Patches available on 
myvmware.com patch Portal

• Security alerts on the VMware 
Security page

Efficient Security Patch Delivery
Predictable Monthly Cadence

Delivery Patches Advisories

http://www.vmw.re/productpatches http://www.vmw.re/securityadvisories
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vCenter Server for Windows News
http://vmwa.re/goodbyewinvc

vCenter Server for Windows 6.7 will be the final Windows-based release
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vSphere Client (HTML5) News
https://blogs.vmware.com/vsphere/2018/05/fully-featured-html5-based-vsphere-client-coming-fall-
2018.html
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vSphere Web Client News

vCenter Server 6.7 will be the final release of the vSphere Web 
Client

http://vmwa.re/goodbyeflash
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CIP – Client Integration Plugin for vSphere Web Client
• Functions in 6.0

– vCenter / PSC Installation

– file upload to datastore

– OVA/OVF deployment

– Content Library import/export

– Integrated Windows Authentication / SmartCard Login

• In 6.5 and 6.7 CIP is no longer required
– CIP functionality replaced by native browser functions (including for installation)

– SSPI / SmartCard will still require optional plugin called Enhanced Authentication Plugin

CIP Deprecation
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End Of General Support

http://www.vmware.com/go/lifecycle

KB 51491
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Migrating to the 
vCenter Server Appliance
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Migration Overview

• Support for Windows vCenter Server 5.5 or 6.0 → 6.5

• Support for Windows vCenter Server 6.0 or 6.5 → 6.7

• Assumes the identity of the source Windows vCenter (UUID, IP, FQDN, Certs)

• Database support: MSSQL & Express, Oracle, Postgres

• Migrates Inventory & Configuration by default

• Historical and Performance data migration is optional

• vSphere Update Manager (VUM) Included 

• Support for both embedded and external topologies

• Easy rollback
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• Embedded and External deployments are supported

• No changes in vCenter Server topology can be made during a migration

• Consolidation of vSphere SSO domain only available in vSphere 5.5 / 6.7

Managing Deployment Types
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Migration Process

Step 1: Migration Assistant

• vCenter Server Pre-Checks
• Migration Information
• Data Transport Mechanism

Step 2: Migration Tool

• Stage 1: VCSA Deployment
• Stage 2: Configuration / Data Import
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Migration Time

How long does the migration process take?

Estimating Windows vCenter Server to vCenter Server Appliance migration time 

KB 2147711
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Migration (6.7)

Selective data import

• Deploy & import all data

• Deploy & import data in the 
background

Estimated downtime

Resume and pause data import from 
the VAMI

Support for custom ports

Automation from the CLI
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vCenter Server – Embedded Deployment

• Both vCenter Server & PSC components

• No Enhanced Linked Mode (6.5U1)

• Enhanced Linked Mode (6.5U2/6.7 Greenfield)

• vCenter High Availability Supported

• No Load Balancer required

• Supports all vCenter Server Maximums

* Enhanced Linked Mode requires the vCenter Server Standard licensing level, and is not supported with vCenter Server Foundat ion or vCenter Server Essentials
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vCenter Server – External Deployment

• Separate Virtual Machines

• Enhanced Linked Mode

• vCenter High Availability Supported

• Load Balancer required for:

• Automatic PSC Failover

• vCenter HA
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Migration Embedded Workflow
ST

EP ▪ Externalize other installed 
VMware or 3rd party 
products Ex: SRM, Plugins

▪ Run the Migration 
Assistant on the 
embedded deployment

(5.5 or 6.x) 

▪ If VUM is external run 
the Migration Assistant 
prior to the embedded 
deployment otherwise 
go straight to step # 3

▪ Migrate the embedded 
deployment using the 
Migration Tool from a 
machine with a routable 
network to the source vCenter 
Server

▪ Log in the vSphere Web Client and validate
1

ST
EP 2

ST
EP 3

ST
EP 4

5

ST
EP
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Migration External Workflow

▪ Externalize other installed 
VMware or 3rd party products 
Ex: SRM, Plugins

▪ Run the Migration Assistant on 
the external PSC 6.x or SSO 5.5 
node

▪ If VUM is external run the 
Migration Assistant prior to 
the vCenter Server 
otherwise go straight to 
step # 4

▪ Migrate the external 
PSC 6.x or SSO 5.5 node 
using the Migration 
Tool from a machine 
with a routable 
network to the source 
PSC 6.x or SSO 5.5 node

▪ Run the Migration 
Assistant on the external 
vCenter Server 5.5 or 6.x

▪ Migrate the vCenter Server using the 
Migration Tool from a machine with a 
routable network to the source vCenter 
Server

▪ Log in the vSphere 
Web Client and 
validate

ST
EP 1

ST
EP 3

ST
EP 5

ST
EP 2

ST
EP 4

ST
EP 6
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Rollback

• No changes made to the source Windows vCenter Server
• Shutdown and delete VCSA
• Join source Windows vCenter Server to AD domain
• Do not rely on cached credentials on Windows vCenter Server

Original 

Configuration
Misconfiguration
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Scripted Migration
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Top Migration Considerations

1. DNS & NTP are critical / DHCP needs FQDN
2. Know your topology & What’s installed on vCenter Server
3. Migration Tool will not use a previously deployed VCSA
4. Break Linked Mode prior to migration (just like upgrade) (5.5)
5. Fresh deployment only use configuration & Inventory default option
6. Check compatibility matrix for VMware solutions / 3rd party solutions
7. Backups – Image level or Native File-Based
8. Display Name Retention
9. Verify connectivity of plugins

Bonus
• ESXi hosts are not touched 
• Target hosts must be 5.5 or greater (6.5) or 6.0 or greater (6.7)
• vCenter Custom Ports are not supported (6.5U1)
• Dual homing not supported on VCSA
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Pre-Upgrade Considerations
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Important vSphere Documents

Product Release 
Notes

Interoperability 
Matrices

vSphere 
Documentation

Hardware and 
Software 

Compatibility 
Guides

Knowledge

Base Articles
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vSphere Upgrade Documents

Knowledge Base Articles
• Information before upgrading to vSphere 6.5 (2147548)
• Information before upgrading to vSphere 6.7 (53704)
• VMware vSphere Upgrade Policies (2149713)
• Update Sequence for vSphere 6.5 and its compatible VMware products (2147289)
• Update Sequence for vSphere 6.7 and its compatible VMware products (53710)
• Best Practices for upgrading to vCenter Server 6.7 (54008)
• Supported and Deprecated Topologies for VMware vSphere 6.5 (2147672)
• Supported Upgrade paths for vSAN 6.6 (2149840)
• Migrating VMFS 5 datastore to VMFS 6 datastore (2147824)
• Known issues while upgrading to DVS version 6.6 (52621)

Documentation
• VMware vSphere 6 Documentation

• Release Notes
• Compatibility and Configuration Limits
• Product documentation including vSphere Upgrade Guide

• Guest Operating System Installation Guide
• VMware Compatibility Guide

https://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html
http://partnerweb.vmware.com/GOSIG/home.html
https://www.vmware.com/resources/compatibility/search.php
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vSphere Interoperability Matrices
http://www.vmware.com/go/interop

Using the VMware Product Interoperability Matrices
KB2006028
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vSphere Upgrade Process
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vCenter Server Appliance Upgrade
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Upgrade / Migration Paths

vSphere 5.5

vCenter

Server

Pre-migration

vCenter Server 
Appliance

Post-migration

vSphere 6.0 or 6.5

vSphere 6.5 
Update 1 vCenter Server 

Appliance

vSphere 6.5 
Update 1

Upgrade Path

vSphere 5.5u3b or 6.0

vCenter

Server

vCenter Server 
Appliance

vSphere 6.5 
Update 1

via
ISO 
or 

VAMI

* Release Notes provide migration / upgrade information
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vSphere 6.7 Upgrade / Migration Paths

Source Destination Upgrade Path

vSphere 5.5 (any) vSphere 6.7 Not Supported

vSphere 6.0 (any) vSphere 6.7 Supported

vSphere 6.5 – 6.5 U1 vSphere 6.7 Supported

vSphere 6.5 U2 vSphere 6.7 Not Supported
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Upgrade / Migration Paths

vSphere 5.5

vSphere 6.0/6.5

vCenter Server

vSphere 6.5

vSphere 6.7

vCenter Server 
Appliance

vSphere 6.7

Upgrade Path

* Release Notes provide migration / upgrade information

vSphere 5.5

vCenter

Server

vCenter Server 
Appliance

vSphere 6.7 

vCenter Server



37Confidential   │ ©2018 VMware, Inc.

vSphere Upgrade Process

V V V V V V

vm vm vm vm vmvm

vCenter Server Platform Services 
Controller Step 2: vCenter Server

Step 3: Hypervisor - ESXi

Step 4: VM Tools / Compatibility

Step 5: Storage - VMFS

Step 1: Platform Services Controller 

Step 6: Virtual Distributed Switch
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Hypervisor Upgrades - ESXi

Support for

latest server

hardware

vSAN
improvements

VM, Host, and 
Cluster scalability 

boosts

VMFS

enhancements
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VM Tools

Production Cluster

ESXi

ESXi

ESXi

App 1

Tools - Current

Tools – Out of Date

Tools – Out of Date

Tools – Out of Date

App 2
Tools - Current

App 3

App 4

App 5
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VM Compatibility formerly vHardware

Production Cluster

HW v10

HW v10

HW v13

ESXi

ESXi

ESXi

Schedule available per VM 

App 1

App 2

App 3

App 4

App 5

HW v10

HW v11
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Storage – VMFS6

Feature / Function VMFS6 VMFS5

Access for ESXi 6.5 or 6.7 hosts Yes Yes

Access for ESXi hosts version 6.0 and earlier No Yes

Datastores per host 512 512

Automatic space reclamation Yes No

Space reclamation from guest OS Yes Limited

MBR storage device partitioning No Yes

Block size 1 MB 1 MB

Default snapshots 
VMFSsparse (virtual disks < 2 TB 

SEsparse (virtual disks > 2 TB)
SEsparse
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• Dedicated Gateways for VMkernel Network Adapter 
• Prior to vSphere 6.5, vSphere DRS, vSphere vMotion, iSCSI, and provisioning have leveraged a single gateway. 

• Virtual Distributed Switch Enhancements
• Distributed switch: 6.6.0

– MAC Learning

• Distributed switch: 6.5.0
– Port Mirroring Enhancements

• Distributed switch: 6.0.0
– Network I/O Control version 3

– IGMP/MLD snooping

Networking
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vCenter Server Appliance 
Exclusive Features
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VMware Update Manger on Windows

• Additional Windows VM for VUM

• Extra configuration; DB dependency

• Sizing and latency considerations

• No inherent backup or failover

VMware Update Manager on VCSA

• Integrated and enabled by default

• Zero setup; embedded DB

• Scalable and low impact on resources

• Leverages VCSA HA and backup

vSphere Update Manager (VUM)

2-3X
Increase
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vCenter High Availability
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PSC & vCenter Server High Availability
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Built-in Backup & Restore (6.5)
Native vCenter Server Appliance Backup

• Restore vCenter Server 
instance to a brand new 
appliance

• Selective data backup of 
historical & performance

• Supports embedded & 
external deployments

• No quiescing

• Option for Encryption (AES 
256)

• Restore directly from VCSA 
ISO

HTTP/S
FTP/S
SCP
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Built-in Backup & Restore (6.7)
Native vCenter Server Appliance Backup

• Backup Management

• Scheduled Backup

• Retention option

• Backup activity

• Verifies VCSA state

• Supports VCSA & PSC appliances -
embedded & external 
deployments

• Supported Protocols include:

• HTTP/S

• SCP

• FTP/S
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vSphere Management Clients
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vSphere Web Client

The primary management UI for vCenter 
Server which is based on Adobe Flex.

vSphere Client

The future successor of the vSphere Web 
Client and based on HTML5. Available as a 
Fling and partial functionality with the 6.5 
release.

Appliance Management UI

Contains basic health information along 
with the ability to reboot, shutdown, and 
collect support bundles. Accessed via port 
5480.

PSC UI

Allows for basic SSO configuration as well 
as certificate management. Available only 
on embedded or external PSC nodes.

Host Client

A robust interface for managing ESXi hosts 
directly through a web browser. Replaces 
the C# client for host management.

vSphere Management Interfaces
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Included in vSphere 6.5
• Inventory Tree now default

• Home screen reorganized

• “Manage” tab renamed to “Configure”

• Performance improvements for performance
charts

• VM inventory list rollup when > 5000 instead
of 50

• And…

• LIVE REFRESH!

• vSphere Web Client can now act as the source of truth

vSphere Web Client (Flex) Improvements
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vSphere Client (HTML5) 

Benefits

• Clean, modern UI built on VMware's new 
Clarity UI standards (to be adopted across 
our portfolio)

• No browser plugins to install/manage

• Integrated into vCenter Server for 6.5

• Fully supports Enhanced Linked Mode

• Users of the Fling have raved about its 
performance compared to the vSphere 
Web Client
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vCenter 6.5 Appliance Management Interface
Port 5480

• New vCenter Server 
Appliance Management 
Interface 

• Built in monitoring :

• Network

• CPU

• Memory

• vPostgres DB

• Remote syslog configuration

• Safe guard to prevent 
database corruption & 
enhanced watchdog 
functionality - vMon
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Streamlined Monitoring (6.7)
vSphere Appliance Monitoring

• Built in monitoring:

• CPU

• Memory

• Network

• Disks

• All monitoring under one tab

• VCSA Services included

• Syslog forwarding now supports up 
to 3 remote syslog servers

https://[FQDN or IP]:5480
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Services (6.7)
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Disks (6.7)
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Improved Alerting (6.7)

CPU

Warning 75%

Critical 90%

Memory

Warning 85%

Critical 95%

Disk

Warning 75%

Critical 85%
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Syslog (6.7)
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Flexible Patching & Update (6.7)

• Staging options

• Stage only

• Stage & Install

• Selectable Updates

• Monthly Patches

• Updates Options

• CDROM

• CDROM + URL
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Platform Services Controller
vSphere Client

PSC UI now included in 
vSphere Client

Configuration Tab

• Identity Sources

• Active Directory Domain

• Policies

• Login Banner

• Smart Card Configuration

Certificate Management
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Additional Resources
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vSphere Upgrade eBook

http://www.vmw.re/vsphere-upgrade-ebook
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vSphere 6.7 Upgrade eBook!
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Frequently Asked Questions
https://vspherecentral.vmware.com/faq/
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vSphere Central
http://vspherecentral.vmware.com

vspherecentral.vmwa
re.com• Curated repository of 

vSphere resources including 
blogs, KBs, videos, and 
walkthroughs

• Simple to access and a single 
URL to remember

• Conveniently export 
resources to PDF for offline 
viewing
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vSphere 6.5 Topology and Upgrade Planning Tool
http://www.vmw.re/65upgradetool

• Online, browser-based tool – no 
install necessary

• Walks you through key decisions 
when planning and upgrade or new 
deployment

• Provides upgrade/deployment steps 
along with a diagram and links to key 
documentation
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Lightboard Videos - vSphere YouTube Channel
http://www.vmware.com/go/vsphere65playlist
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Thank You!


