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Disclaimer

« This presentation may contain product features or functionality that are
currently under development.

 This overview of new technology represents no commitment from VMware
to deliver these features in any generally available product.

- Features are subject to change, and must not be included in contracts,
purchase orders, or sales agreements of any kind.

 Technical feasibility and market demand will affect final delivery.

- Pricing and packaging for any new features/functionality/technology
discussed or presented, have not been determined.

« This information is confidential.

The information in this presentation is for informational purposes only and may not be incorporated into any contract.
There is no commitment or obligation to deliver any items presented herein.
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« vSphere Management Clients
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vSphere News
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vSphere 6.5 Features

HTMLS vSphere Client

vCenter High Availability - * File-Based Backup / Restore

Predictive DRS -« * VM Encryption

Improved Host Profiles » Secure Boot

RESTful APIs - - Actionable Logging

For more information on all the new vSphere 6.5 features visit
https://blogs.vmware.com/vsphere/
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vSphere 6.5 Update 1
https://blogs.vmware.com/vsphere/2017/07 /vsphere-6-5-update-1-hood.html

vSAN and vSphere HTML5-based vCenter Server Increased vSphere vSphere 6.0 U3 to
Update Manager vSphere Client Foundation now Maximums vSphere 6.5 U1
integration supports 90% of supports 4 hosts upgrade path now

Installer support for

general workflows macoS Sierra supported
ESXi support for Mac Pro
6,1
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vSphere 6.5 Update 2
https://blogs.vmware.com/vsphere/2018/05/vsphere-6-5-update-2-now-available.html

Embedded Linked Custom Port Support IPv6 Support for Batch install, upgrade,
Mode Support for for Migrationsand VM Encryption migrate using CLI
Greenfield or HTTP Reverse Proxy KMS
Expanded

Deployments
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What’s New with vSphere 6.7

]

P
&

SIMPLE & EFFICIENT COMPREHENSIVE BUILT-IN UNIVERSALAPP PLATFORM  SEAMLESS HYBRID CLOUD
MGMT AT SCALE SECURITY EXPERIENCE

* Enhanced VCSA Performance ¢ VvIPM * Enhancements for Nvidia * Per-VM EVC

* vSphere Quick Boot « TPM 2.0 GRID™ vGPUs * Hybrid Linked Mode

- Single Reboot Upgrade - VBS * vSphere Persistent Memory

* Support for 4K Native Storage * Encrypted xVC vMotion vSphere Integrated

Containers

Instant Clone
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Efficient Security Patch Delivery
Predictable Monthly Cadence

Delivery Patches Advisories

my vmware

- Photon OS - operating system ——
built for virtualization

- OS vulnerability patches on a T e
monthly release cycle |
«  Patches available on S——
myvmware.com patch Portal e
- Security alerts on the VMware = )
Security page ) S
http://www.vmw.re/productpatches http://www.vmw.re/securityadvisories
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vCenter Server for Windows News
http://vmwa.re/goodbyewinvc

vCenter Server for Windows 6.7 will be the final Windows-based release

mwa re® Confidential | ©2018VMware, Inc.
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vSphere Client (HTML5) News

https://blogs.vmware.com/vsphere/2018/05/fully-featured-htm|5-based-vsphere-client-coming-fall-
2018.html

vm vSphere Clie

Administrato

@1 Home Shortcuts

4 Shortcuts

Inventories

Hosts and Clusters

) £ e B i

[ VMs and Templates
B storage Hosts and VMs and Storage Networking Global Linked

Clusters Templates Inventory Domains
© Networking Lists
Content Libraries
[= Global Inventory Lists
Monitoring

[ Policies and Profiles

(®) vRealize Operations @ @ ﬂi i E y O

Task Console Event M VM Storage Host Profiles Update
% Administration Console Customization Policies Manager
2 Update Manager Specifications

Tasks
3 Events Administration
<47 Tags & Custom Attribu.. "

Licensing
4 New search

Recent Tasks  Alarms

¥
Task Name. ~ | Target ~ | Status ~  Inhator ~  Queued For ~  StantTime | ~  Completion Time ~  Server ~
Al 4 More Tasks
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vSphere Web Client News

vmware® vSphere Web Client A= O | emad@CPBU.LAB * | Help~ |

Navigator X (i} Home
<A Back J Home |
inveriories

[} Hosts and Clusters

|2 VMs and Templates | dELI Q‘ g g_’ tﬂ D

B storage Hosts and VMs and Storage Networking Content Global
|
£) Networking Clusters Templates Libraries Inventory Lists

Content Libraries
|54 Global Inventary Lists

e g 3 ® & & &

Operations and Policies

oK 0 1uesey (01) (3 syseL weony (1) [

Task Console Event Console VM Storage Customization Host Profiles
&%, Administration Policies Specification
Manager

[7] Tasks
T Events

7 Tags & Custom Attributes &\ &

€4, New Search System
E Saved Searches Configuration

Administration

Customer

Improvement...

B watch How-to Videos

vCenter Server 6.7 will be the final release of the vSphere Web
Client
VIMWAIE contiensr | szomsvmmmsrenc http://vmwa.re/goodbyeflash




CIP Deprecation

CIP — Client Integration Plugin for vSphere Web Client
* Functionsin 6.0
— vCenter / PSC Installation
— file upload to datastore
— OVA/OVF deployment
— Content Library import/export
— Integrated Windows Authentication / SmartCard Login

* In6.5and 6.7 CIP is no longer required
— CIP functionality replaced by native browser functions (including for installation)
— SSPI / SmartCard will still require optional plugin called Enhanced Authentication Plugin

mwa re® Confidential | ©2018VMware, Inc. 13



End Of General Support

KB VMware Knowledge Base Training Community Store My VMware

Q cannot deploy host .. X ) ( Q esxisigned update  x ) ( Q “officially signed X # See Wnat's New  IRJFle]

End of General Support for vSphere 5.5 (51491) Related Resources

0 KB « Riverbed SteelFusion Edge with
Last Updated: 6/19/2018  Categories: Informational VMware vSphere Hypervisor (Partner
Verified and Supported) (2134330)
v Purpose

O KB - Riverbed Steelhead EX
This article provides information on the End of Support Life for vSphere 5.5, which includes vSphere Hypervisor ESXi 5.5 and vCenter Server 5.5.

Appliance with VMware vSphere
Hypervisor (Partner Verified and

v~ Resolution Supported) (2036523)

The End of General Support for vSphere 5.5 is September 19, 2018. To maintain your full level of Support and Subscription Services, VMware recommends upgrading to vSphere 6.5, vSphere 6.7 or to a newer version. VMware has
extended the general support for vSphere 6.5 to a full five years from date of release, which means the general support for vSphere 6.5 will end November 15, 2021. The End of General for vSphere 6.7 will also be on November 15, 2021,
For more information on the benefits of upgrading and how to upgrade, visit the VMware vSphere Upgrade Center.

O KB - Collecting diagnostic information
for VMware vCenter Server Multi-
Hypervisor Manager (2036696)

If you would like assistance in moving to a newer version of vSphere, VMware's vSphere Upgrade Service is available. This service delivers a comprehensive guide to upgrading your virtual infrastructure. It includes recommendations for O KB+ Error"Internal error oceurs
planning and testing the upgrade, the actual upgrade itself, validation guidance and rollback procedures. For more information contact your Technical Aceount Manager or visit VMware Professional Services and VMware Consulting during pre-upgrade checks" while
Engagement Request upgrading or deploying a vCenter

Server Appliance 6.5 (2148001)
In the event you are unable to upgrade before the End of General Support (EOGS) and are active on Support and Subscription, you have the option to purchase extended support in one year increments for up to two years beyond the

O KB * End of General Support for
EOGS date. Visit VMware Extended Support for more information.

vSphere 5.0 and vSphere 5.1

(2145103)
Technical Guidance for vSphere 5.5 is available until September 19, 2020 primarily through the self-help portal. During the Technical Guidance phase, VMware does not offer new hardware support, server/client/guest OS updates, new
security patches or bug fixes unless otherwise noted. For more information, visit VMware Lifecycle Support Phases.
~ Related Information
For More information, see also: Related Versions:

VMware ESX| 5.5.x
VMware vCenter Server 5.5.x

VMware vSphere Upgrade Center
VMware Lifecycle Product Matrix
Professional Services Consulting Request
VMware Professional Services

VMware Extended Support Actions
VMware Support

[ copy external link to clipboard

[ subscribe

ks vSphere 5.5 f—ARSEISEELE

S print
~ Request a Product Feature @ Language:  Englisn
To request a new product feature or to provide feedback on a VMware product, please visit the Request a Product Feature page
Feedback Info

Created: Nov 16, 2017
Please rate this article
Last Updated: Jun 19, 2018

Total Views: 55,502
Did this article help you?* This article resolved my issue.

This article did not resolve my issue.

This article helped but additional information was required to resolve my issue.

http://www.vmware.com/go/lifecycle
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Migrating to the
vCenter Server Appliance
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Migration Overview

* Support for Windows vCenter Server 5.5 or 6.0 2 6.5
* Support for Windows vCenter Server 6.0 or 6.5 =2 6.7

e Assumes the identity of the source Windows vCenter (UUID, IP, FQDN, Certs)

Database support: MSSQL & Express, Oracle, Postgres
Migrates Inventory & Configuration by default

Historical and Performance data migration is optional

vSphere Update Manager (VUM) Included

Support for both embedded and external topologies

Easy rollback

mwa re@ Confidential | ©2018VMware, Inc. 16



Managing Deployment Types

External Deployment
Before Migration

.Virtual Machine or Physical
Embedded Deployment

Before Migration After Migration n Platform Services
Controller
@

N Virtual Machine or Physical sf,ﬁ Virtual Machine

Platform Services Platform Services
. Controller . Controller

Platform Services
Controller

s Virtual Machine

= Virtual Machine or Physical

vCenter Server
vCenter Server

vCenter Server

vCenter Server

- Embedded and External deployments are supported
* No changes in vCenter Server topology can be made during a migration

- Consolidation of vSphere SSO domain only available in vSphere 5.5/ 6.7

mwa re® Confidential | ©2018VMware, Inc. 17



Migration Process

Step 1: Migration Assistant

[ E\migration-assistant\VMware-Migration-Assistant.exe \_I_-

Jarning: This uCenter Server has extensions registered that cannot be upgraded to or may not work with the new uCenter Server.

[Extensions:
[Site Recovery Manager <hy UMuare, Inc.)> on https://192.168.108.158:9886 /vcdr /vmomi/sdk

Resolution: Please ensure extensions are compatible with the new uCenter Server and re-register extensions with the new uCenter Server after upgr
Please refer to the vSphere documentation on extensions. and the upgrade and interoperahility guides.

Jarning: Files that cannot be used with Update Manager 6.5 will not be copied from the source. These files include UM guest 0§ patch baselines,
ost upgrade haselines and files. an lower version host patches haselines.
[Resolution: Please review UHware Update Manager .5 Documentation for details

Bource Conf iguration
Deployment type: UMware uCenter Server 6.8 with an embedded UMware Platform Services Controller
Deployment size: Tiny
DB type: embedded
Additional products that will he migrated: UMware uSphere Update Manager

[Destination Configuration:
Deployment type: UMware vCenter Server Appliance 6.5 with an embedded UMuare Platform Services Controller

DB type: embedded

igration Settings:
FQDN: win-vc—U1 .Younis
$ingle §ign-On username: Adni
SSL thumbpwint: BE:23:26:8D:FA:15:A
Port:
Export data folder: C:\Users“Adninistrator\AppDatasLocal\UMuwaresMigration-Assistants

inistratorBus here local
E:z :B6:AB:E?:9B:DB:3E:93:E5:B3

igration Steps:
1. Launch uCenter Scrver fippliance UI Installer and click ’Migrate’ te start the migration wizard.
2. In the wizard, enter FQDN for the source Windous Server and Port for the Migration assistant por

3. Ualidate and accept the $SL thumbprint,
Select *Tiny’ or a larger Deployment size, and follow the wizard to complete your migration.

This machine will he shutdown as part of the migration. If migration fails. you can power off the target uCenter Server Appliance and

on this machine to wollback the migration.
NOT CLOSE this console until the migration is complete.

Jaiting for migration to start...

e vCenter Server Pre-Checks
* MigrationInformation
e DataTransport Mechanism

Confidential | ©2018VMware, Inc
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Step 2: Migration Tool

-

vCenter Server Appliance Installer

vm - Stage 1: Deploy appliance

rade Migrate Restore

Stage 1: VCSA Deployment
Stage 2: Configuration/ Data Import



Migration Time

How long does the migration process take?

Estimating Windows vCenter Server to vCenter Server Appliance migration time

KB 2147711

mwa re@ Confidential | ©2018VMware, Inc.

19



Migration (6.7)

vm Migrate - Stage 2: vCenter Server Appliance

! Introduction Select migration data Selective data import
5 Comment o B res wCenir Ga Select the data that you want to copy from the source vCenter Server for Windows Dep|0y & import a“ data

The data sizes shown below represent only the data that will be copied to the target

w

Join AD Domain

server. [t does not correspond to the actual size of your data on the source server. The Deploy & Import data L the

dentity of the server will also be copied and the source server will remain unchanged. background

4 Select migration data
5 Ready to complete Configuration (2.67 GB) Estimated downtime: 33 minutes

Configuration and historical data (events and tasks) (2.77 GB) EStImated downtlme

* Configuration and historical data (events, tasks and performance metrics) (2.77 GB)

Resume and pause data import from

vCenter Server Appliance will start once the configuration data has been imported. the VAIV”
The historical data will will be imported in the background. During this time, the

* Import historical data in the background. Estimated downtime: 34 minutes

performance of vCenter Server Appliance might not be optima

Import all data now. Estimated downtime: 37 minutes Support for custom pOftS

vCenter Server Appliance won't start until all data has been imported from vCenter

Automation from the CLI

CANCEL BACK NEXT

Vmwa re: Confidential | ©2018 VMware, Inc. 20




vCenter Server — Embedded Deployment

*  Both vCenter Server & PSC components

* No Enhanced Linked Mode (6.5U1)

Virtual Machine

Controller

[@1 Platform Services - Enhanced Linked Mode (6.5U2/6.7 Greenfield)

« vCenter High Availability Supported

@ vCenter Server
* No Load Balancer required

* Supports all vCenter Server Maximums

* Enhanced Linked Mode requires the vCenter Server Standard licensing level, and is not supported with vCenter Server Foundation or vCenter Server Essentials

mwa re® Confidential | ©2018VMware, Inc. 21
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vCenter Server — External Deployment

Virtual Machine

Platform Services
Controller

Virtual Machine

vCenter Server

mwa re® Confidential | ©2018VMware, Inc.

Separate Virtual Machines
Enhanced Linked Mode
vCenter High Availability Supported

Load Balancer required for:
e Automatic PSC Failover
* vCenter HA

22




Migration Embedded Workflow

= Run the Migration
Assistanton the
embedded deployment
(5.50r6.x)

=  Externalize other installed
VMware or 3™ party
products Ex: SRM, Plugins

= Migrate the embedded
deployment using the
Migration Tool from a

= |fVUMis external run
the Migration Assistant
prior to the embedded

Log in the vSphere Web Client and validate

deployment otherwise machine with a routable
go straightto step # 3 network to the source vCenter
Server

mwa re® Confidential | ©2018VMware, Inc.
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Migration External Workflow

= Migrate the vCenter Server using the
Migration Tool from a machine with a
routable network to the source vCenter
Server

= |[fVUMis external runthe
Migration Assistant prior to
the vCenter Server
otherwise go straight to
step#4

= Externalize other installed
VMware or 3™ party products
Ex: SRM, Plugins

= Run the Migration Assistanton
the external PSC 6.xor SSO 5.5
node

= Loginthe vSphere
Web Client and
validate

=  Run the Migration
Assistant on the external
vCenter Server 5.5 or 6.x

=  Migrate the external
PSC6.xor SSO 5.5 node
using the Migration
Tool from a machine
with a routable
network to the source
PSC6.x or SSO 5.5 node

mwa re® Confidential | ©2018VMware, Inc. 24




Rollback

o

Original

i . Misconfiguration
Configuration

*  No changes made to the source Windows vCenter Server

«  Shutdown and delete VCSA

« Join source Windows vCenter Server to AD domain

« Do not rely on cached credentials on Windows vCenter Server

mwa re@ Confidential | ©2018VMware, Inc. 25
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Scripted Migration

aeckerle-m@3:mac aeckerle$ ./vcsa-deploy migrate --help

Usage: vcsa-deploy migrate [-h] |--template-help] [-v] [-t] [--log-dir LOG_DIR]
[--skip-ovftool-verification] [--no-esx-ssl-verify]
[--deployment-target-ssl-thumbprint TARGET_THUMBPRINT]
[--accept-eula] [--acknowledge-ceip]
[--pause-on-warnings] [--operation-id OPERATION_ID]
[--verify-template-only] [--precheck-only]
[--no-ma-ssl-verify]
template

Migrate an existing Windows installation of vCenter Server to a vCSA.

optional arguments:
-h, --help Show this help message and exit.

Other Arguments:

--template-help Print out the help for template settings.

-v, --verbose Debug information will be displayed in the console. If
you set this parameter, you cannot set --terse.

-t, --terse Only warning and error information will be displayed in
the console. If you set this parameter, you cannot set
--verbose.

--log-dir LOG_DIR Directory for log and other output files.

--skip-ovftool-verification

mwa re Confidential | ©2018 VMware, Inc. 26



Top Migration Considerations

DNS & NTP are critical / DHCP needs FQDN

Know your topology & What’s installed on vCenter Server

Migration Tool will not use a previously deployed VCSA

Break Linked Mode prior to migration (just like upgrade) (5.5)

Fresh deployment only use configuration & Inventory default option
Check compatibility matrix for VMware solutions / 3rd party solutions
Backups —Image level or Native File-Based

Display Name Retention

Verify connectivity of plugins

O 0o NO UL WDNPE

Bonus

« ESXi hosts are not touched

- Target hosts must be 5.5 or greater (6.5) or 6.0 or greater (6.7)
« vCenter Custom Ports are not supported (6.5U1)

« Dual homing not supported on VCSA

vmwa re® Confidential | ©2018VMware, Inc. 27



Pre-Upgrade Considerations
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Important vSphere Documents

Product Release Interoperability vSphere Hardware and Knowledge
Notes Matrices Documentation Software Base Articles
Compatibility
Guides
vmware@ Confidential | ©2018VMware, Inc. 29



vSphere Upgrade Documents

Knowledge Base Articles

* Information before upgradingto vSphere 6.5 (2147548)

* Information before upgradingto vSphere 6.7 (53704)

 VMware vSphere Upgrade Policies (2149713)

 Update Sequence for vSphere 6.5 and its compatible VMware products (2147289)
 Update Sequence for vSphere 6.7 and its compatible VMware products (53710)
* Best Practices for upgrading to vCenter Server 6.7 (54008)

e Supported and Deprecated Topologiesfor VMware vSphere 6.5 (2147672)

e Supported Upgrade pathsfor vSAN 6.6 (2149840)

 MigratingVMFS 5 datastore to VMFS 6 datastore (2147824)

* Known issues while upgradingto DVS version 6.6 (52621)

Documentation
« VMware vSphere 6 Documentation
 Release Notes
e Compatibilityand Configuration Limits
* Product documentationincludingvSphere Upgrade Guide
* Guest Operating System Installation Guide
« VMware Compatibility Guide

vmwa re® Confidential | ©2018VMware, Inc. 30
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https://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-6-pubs.html
http://partnerweb.vmware.com/GOSIG/home.html
https://www.vmware.com/resources/compatibility/search.php

vSphere Interoperability Matrices
http://www.vmware.com/go/interop

VWware 670 65 65 650 60 600 600 600 55 55 55 OC‘J""PE“D'E
vCertter u2 Ul B WL u Uz U2 U ° Incompatiole
o Mot supported
6.5U2 6

Viware vCenter Server 670 65 65 650 60 600 600 600 55
6.5 Ut & ° Uz W Uz Uz Wu U3
6.50 ° ° & v VMware Site Recovery Manager
ooz G GG 81 Q00 0O
6.0.0 U2 ° & ° ° Q 80 Q0 0 O
6.0.0 U1 & ° ° & ° Q &5 ¢ O

6.5 °
w GGG OO0 0 - .
=v GGG OO . -
2 GGG O0 O 0O 5 oo
ssvu QUGG OO0 O OO0 60 G O O
s GGGEGO0 00000 o o

Using the VMware Product Interoperability Matrices
KB2006028
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vSphere Upgrade Process
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vCenter Server Appliance Upgrade

L L vCantar Sarver Applance Inatallar

wvm vCenter Server Appliance 6.5 Installer

nstal
tall a rew vCenter Server Appliance or Platform Services Controller Applia aeckerle-m@3:mac aeckerle$ ./vcsa-deploy upgrade --help
Usage: vcsa-deploy upgrade [-h] [--template-help] [-v] [-t] [--log-dir LOG_DIR]
[--skip-ovftool-verification] [--no-esx-ssl-verify]
0 [--deployment-target-ssl-thumbprint TARGET THUMBPRINT]
[--accept-eula] [--acknowledge-ceip]
[--pause-on-warnings] [--operation-id OPERATION_ID]
[--verify-template-only] [--precheck-only]
fFFmP . . template

o
W

Upgrade an existing vCSA.

hwjfe“ “ o optional arguments:

-h, --help Show this help message and exit.

Other Arguments:

--template-help Print out the help for template settings.

-v, --verbose Debug information will be displayed in the console. If
you set this parameter, you cannot set --terse.

-t, --terse Only warning and error information will be displayed in
the console. If you set this parameter, you cannot set
--verbose.

--log-dir LOG_DIR Directory for log and other output files.

--skip-ovftool-verification
Deploy the vCenter Server Appliance dirg

mwa re: Confidential | ©2018VMware,Inc. 33



Upgrade / Migration Paths

Pre-migration Post-migration Upgrade Path
& [+
[ S (@) vSphere 6.5 5 f8)
vCenter vCenter Server Update 1 > vCenter Server
Server - Appliance Appliance
vSphere 5.5 vSphere 6.0 or 6.5 vSphere 6.5
Update 1
[
vCenter vCenter Server
S —> Appliance * Release Notes provide migration / upgrade information
erver
vSphere 5.5u3bor 6.0 vSphere 6.5
Update 1
vmwa re® Confidential | ©2018VMware, Inc. 32



vSphere 6.7 Upgrade / Migration Paths

Source Destination Upgrade Path
vSphere 5.5 (any) vSphere 6.7 Not Supported
vSphere 6.0 (any) vSphere 6.7 Supported

vSphere 6.5-6.5U1 vSphere 6.7 Supported

vSphere 6.5 U2 vSphere 6.7 Not Supported

vmwa re® Confidential | ©2018VMware, Inc. 35
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Upgrade / Migration Paths

* Release Notes provide migration / upgrade information

vCenter Server

vCenter

Server Appliance

vSphere 5.5 vSphere 6.7

Upgrade Path

oz
] vSphere 6.0/6.5 5fe) W vSphere 6.7 S f8)
. . vCenter Server
vCenter Server vCenter Server Appliance
vSphere 5.5 vSphere 6.5

vSphere 6.7

vmwa re® Confidential | ©2018VMware, Inc. 36
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vSphere Upgrade Process

AN
vCenter Server / Platform Services
Controller

v V VvV Vv VvV V

Cell c=lf Cl ol cel] c=) E=l]

5 8 B E

mwa re® Confidential | ©2018VMware, Inc.

Step 1: Platform Services Controller
Step 2: vCenter Server

Step 4: VM Tools / Compatibility

Step 6: Virtual Distributed Switch

Step 3: Hypervisor - ESXi

Step 5: Storage - VMFS

37




Hypervisor Upgrades - ESXi

)

(-

Support for vSAN VM, Host, and VMEFS
latest server improvements Cluster scalability enhancements
hardware boosts

mwa re@ Confidential | ©2018VMware, Inc. 38




VM Tools

Production Cluster

Tools - Current

Tools - Current

Tools— Out of Date

Tools— Out of Date

Tools— Out of Date

mwa re® Confidential | ©2018VMware, Inc.

(1 Actions - 7 Virtual Machines
Power »

Install/Upgrade Vidware Tools_...
Unmount ViMware Tools Installer

Snapshots

g Migrate...
Template ]

Edit Settings ~ meurm

Wirtual Hardwiare WM Optians

» General Opthons Wi Mame: MGMT-01

« VMware Tools

Toals Upgrades

Time Symchronize gues] time with hosg

» Advanced Expand for sdvanced setlings




VM Compatibility formerly vHardware

Production Cluster

HW v11 [J MGMT - Edit Default VM Compatibility (?) N

?\ N

Select a default virtual machine com patibility:

App4
\Z N HW v10

Compatible with: | ESXi 6.5 and later | @
App 3 '
\V 1@ HW v10 Virtual machines using hardware version 13 provide the best performance

and latest features available in ESXi 6.5.
App 2
Voo HW V10

OK | | Cancel

App 1l
Vol HWv13

Schedule available per VM

mwa re@ Confidential | ©2018VMware, Inc.




Storage — VMFS6

Access for ESXi 6.5 or 6.7 hosts Yes Yes

Datastores per host

MBR storage device partitioning

Block size 1 MB 1 MB

VMFSsparse (virtual disks <2 TB

Default snapshots SEsparse (virtual disks >2 TB)

SEsparse

Vmwa re® Confidential | ©2018VMware, Inc.
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Networking

Dedicated Gateways for VMkernel Network Adapter
* Prior to vSphere 6.5, vSphere DRS, vSphere vMotion, iSCSI, and provisioning have leveraged a single gateway.

Virtual Distributed Switch Enhancements
» Distributed switch: 6.6.0
- MAC Learning
» Distributed switch: 6.5.0
—  Port Mirroring Enhancements
» Distributed switch: 6.0.0
— Network I/O Control version 3
— IGMP/MLD snooping

Vmwa re3 Confidential | ©2018VMware, Inc. 2



vCenter Server Appliance
Exclusive Features
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vSphere Update Manager (VUM)

VMware Update Manger on Windows VMware Update Manager on VCSA

* Additional Windows VM for VUM * Integrated and enabled by default

* Extra configuration; DB dependency * Zerosetup; embedded DB
* Sizing and latency considerations * Scalable and low impact on resources

* Leverages VCSA HA and backup

&

* Noinherent backup or failover

mwa re® Confidential | ©2018VMware, Inc.




vCenter High Availability

vmware

vCenter Server vCenter Server
FGDN / IP Address QDN / IP Address

Synchronous DB Replication
vCenter Server vCenter Server
Appliance Appliance

Active Node Asynchronous File Replication e VAR

ethl ethi

Private Network

ethl

vCenter Server
Appliance

Witness Node

Confidential | ©2018VMware, Inc.
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PSC & vCenter Server High Availability

SSO Domain

SSO Site: Palo Alto

Platform Services Platform Servicns

Contrallar Cantroller

Synchronous DB Replication
wlenter Server wlanter Server
Applance Appliance

e Asynehranous File Replication e

vCenter HA
Metwork

vCanter Server
appliance

Vitness Node

: vsphere.local

SSO Site: Austin

Platfarm Services Platfarm Services

Contrallar Contrallar

Synchronous DB Replication
wilanter Saraar wiognber Server
Appliancs Appliance

Active Hode Asynchronous File Replication S

vCenter HA
Metwork

wCenter Server
Applance

Witness Nods
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Built-in Backup & Restore (6.5)

Native vCenter Server Appliance Backup

Restore vCenter Server
instance to a brand new
appliance

Selective data backup of
historical & performance

Supports embedded &
external deployments

No quiescing

Option for Encryption (AES
256)

Restore directly from VCSA
ISO

Vmwa res Confidential | ©2018 VMware, Inc.

vCenter Server Appliance 6.5 Restore - Stage 1: Deploy OVF

+ 1 Introduction

+ 2 End user license agreement _
Backup location type

3 Enter backup details
Backup location
Port
User name

Password

Encryption password

Enter backup details
Enter the backup location type, location, and credentials.

HTTPS E

443

optional

Install
Install a new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore

Restore from a previously created vCenter Server Appliance backup

O
&
&
@
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Built-in Backup & Restore (6.7)

Native vCenter Server Appliance Backup

vm Appliance Management Mon 03-12-2018 10:41 PM UTC @ English - Help - Actions ~ Logout
Backup Management
° SCh ed u | ed BaCku p Summary @ Before taking a backup, a backup server must be set up and configured such that the appliance has access to it. The protocols supported for backup
. . are FTPS, HTTPS, SCP, FTP and HTTP.
Retention option Monitor
BaCkUp acthlty Access Backup Schedule EDIT DISABLE DELETE
Status Enabled
o e Networking .
VerlfleS VCSA state Schedule Daily , 10:40 P.M. Etc/UTC
Time Backup Location ftp:/10.159.13.53/backup/aus

Su ppo rts VCSA & PSC a ppha nces o ST Backup data « Stats, Events, and Tasks

* Inventory and configuration

embedded & external
deployments

Update Number of backups to retain Retain all backups

Administration

Activity

Supported Protocols include: Syslog
Backup Location T Type T Status T Data Transferred v Duration T End Time T

« HTT P/ S Backup

> ftp:/10.159.13.53/backup/a... Scheduled Complete 199.95 MB 00:00:14 Mar 12, 2018, 3:23:18 PM
°

SCP > ftp://10.159.13.53/backup/a... Manual Complete 199.94 MB 00:00:14 Mar 12, 2018, 3:19:39 PM
C FT P/S > ftp:/10.159.13.53/backup/a.. Scheduled Complete 199.98 MB 00:00:18 Mar 12, 2018, 3:30:22 PM
> ftp:10.159.13.53/backup/a.. Scheduled Complete 200.02 MB 00:00:14 Mar 12, 2018, 3:40:18 PM
> ftp:10.159.13.53/backup/a.. Manual Complete 199.97 MB 00:00:16 Mar 12, 2018, 3:16:59 PM
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vSphere Management Clients
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vSphere Management Interfaces

g 2 Qe 05D G

vSphere Web Client

The primary management Ul for vCenter
Server which is based on Adobe Flex.

vSphere Client

The future successor of the vSphere Web
Client and based on HTML5. Available as a
Fling and partial functionality with the 6.5
release.

Nare Platform Services Controlier

5480.

vmware

Appliance Management Ul

Contains basic health information along i
with the ability to reboot, shutdown, and
collect supportbundles. Accessed via port

Naviganor 1| G} Home

‘Single Sign-On What s Platform Services Controder?

8 v s T ————————
o Confguron #d 10 ntegrated VNWare (rocucts. Whan Muftiple Planiom Senioss Contoller insti
e trge B domin oy e ey ot o
Certficetes. slatiomn, . e a

L S ——

+ Amentication o uses i softwere compsnesy
Cartats Varagament HTHL
= + Carticato managamant Feough VWhware Catic

Using i Pattorm Sanvices Contoler wed mtertsca)
+ Maragng ity sources tor \Cartr Sirghe 59
« Maragng cersficaes

asmartcanon,

Confidential | ©2018VMware, Inc.

PSCUI

Allows for basic SSO configuration as well
as certificate management. Available only
on embedded or external PSC nodes.

Host Client

A robustinterface for managing ESXi hosts
directly through a web browser. Replaces
the C# client for host management.
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vSphere Web Client (Flex) Improvements

wWimnsare: vsphere Welb Client ] U | sch@S0OCLOCAL - Halg = a

. Warvgator I Quems T Gt % B e mr
Included in vSphere 6.5 i T
o - o a2 Ngenaii P R PO e
= (g tect mise iocal : =3 Timai Prowies sins: b - 7 8
[ ] Inventory Tree nOW defaUIt -;msm j-'i_ _:| ol ot Mg o 481 LUBED 104 B wu:.-n- -:.-ul.‘uq,
I e e yu e
o [ e ot o — i+ m CAPACITY: B LT Gl
* Home screen reorganized G e e — e
uw‘mmm USEC 2 ST TH CAPMOITY A48 TH
* “Manage” tab renamed to “Configure” i R — —— :
(gt Py 4 Voatn [—
« Performance improvements for performance ‘:“ﬁ —e— O G i
. . . Iy Lol loaial e rn:'ﬂn:ku
* VM inventorylist rollup when > 5000 instead e : I 10/ oo cansarn st o
of 50 ) Ascant Ctjacts m:l ® | | Recent Tawka i
[ g e Hoarre Tt -, et o
B et so sl
i D0z
* And...

* LIVE REFRESH!
» vSphere Web Client can now act as the source of truth
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vSphere Client (HTML5)

Benefits o vy s 0 MO | acsoes »
« Clean, modern Ul built on VMware's new 0 Q@ 8 8  Smeey tear Oslor Aeien M W O Heeods
Clarity Ul standards (to be adopted across « ) mmechecti o o = e u
our portfolio) o |;II 5 & —
: -.-':-:l'-'.'.: .':- :
« No browser plugins to install/manage s
T Related Objects T vaphers DRS
-: e 4] Deisce~in: B s . Ilh-'r::l' v
 Integrated into vCenter Server for 6.5 B oem
. R " Sk Povwi ARG i - -
 Fully supports Enhanced Linked Mode - . -
S g ar
:. Corfigured Fadores Capaciy:
« Users of the Fling have raved about its S e ® Ciuster Consumers
performance compared to the vSphere e e t— e
Web Client Tk e '\- Trpued: v Shabum o ribadcs w Chemued Fo Sl Therm .} ~  CompleficnTew ~  Sere
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vCenter 6.5 Appliance Management Interface
Port 5480

vmware* vCenter Server Appliance Logout | Help ~

Navigator |tJ Database

New vCenter Server
Appliance Management

G} Summary
Current Utilization

B Access

Interface VC DB SEAT Transaction Log
€ Networking Consumed : 0.47 GB Free space : 14.16 GB
Alarms 0GB
Built in monitoring : & W 004 GB
Network ¥ Update M Tasks 0.01GB VC Inventory
8 Adminiskaon Stats 0.1GB Consumed :0.12 GB Free space : 9.59 GB
CP U o Free space 2428 GB
[i@ Syslog Configuration SO Ry 24.47 GB

Memory

CPU and Memory

¥ Database Overall current space utilization trending Selectduration: 1 day «

vPostgres DB

Remote syslog configuration ®Alams @Events @Tasks ®sEAT @ Transaction Log
@ Stats ® VC Inventory

100% 100%
» Safe guard to prevent _ _ s
database corruption & B oo% g 6%
enhanced watchdog g 0% B a0
functionality - vMon 20% 20%

09?:3 12:34 09/20 01:40 09/20 12:24 09?;/3 12:34 09/20 01:40 09/20 12:24

Vmwa res Confidential | ©2018 VMware, Inc. 53
S



Streamlined Monitoring (6.7)
vSphere Appliance Monitoring

vm Appliance Management Mon 03-12-2018 08:56 PM UTC @ English ~ Help ~ Actions ~ Logout
Built in monitoring:
CP U Summary CPU & Memory Disks Network Database
Monitor Mar 12, 2018, 12:56:09 PM - Mar 12, 2018, 1:56:09 PM Last hour (&
Memory
Access CPU
Network 100
Networking
DINS _ g
Time v
o
£ so
g
Services 5
. . G
All monitoring under one tab
Update
v}
1:00 PM 1:05 PM 1:10 PM 1:15 PM 1:20 PM 1:25 PM 1:30 PM 1:35 PM 1:40 PM 1:45 PM 1:50 PM 1:55 PM

Administration

VCSA Services included

Syslog Memory
100
Syslog forwarding now supports up R
g
to 3 remote syslog servers s
£ so
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Services (6.7)

vm Appliance Management Meon 03-12-2018 08:46 PM UTC English Actions - Logout

Summary

RESTART STOP

Monitor Name Startup Type Health State

VMware Performance Charts Service Automatic Healthy Started
Access

VMware PSC Health Automatic Healthy Started
MNetworking

VMware Postgres Automatic Healthy Started
Time Appliance Management Service Automatic Healthy Started

VMware HTTP Reverse Proxy Automatic Healthy Started
Services

vSAM health Service Automatic Healthy Started
Update

o VMware vSphere Web Client Automatic Healthy Started

Administration ImageBuilder Service Manual Stopped

License Service Automatic Healthy Started
Syslog

VMware vCenter-5ervices Automatic Healthy Started
Backup

Content Library Service Automatic Healthy Started

VMware vSphere Profile-Driven Storage Service Automatic Healthy Started

VMware vSphere ESXi Dump Collector Manual Stopped

VMware Analytics Service Automatic Healthy Started

VMware Postgres Archiver Automatic Healthy Started
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Disks (6.7)

vm Appliance Management

Summary

Monitor

Access

Networking

Time

Services

Update

Administration

Syslog

Backup

@

Tue 03-13-2018 08:58 PM PDT

CPU & Memory Disks

Disk
Hard disk 1

Hard disk 2

Hard disk 3

Hard disk 4

Hard disk 5

Hard disk &

Hard disk 7

Hard disk 8

Hard disk 9

Hard disk 10

Hard disk 1

Hard disk 12

Hard disk 13

Vmwa re Confidential | ©2018 VMware, Inc.

Network

Database

Partition

root

none

swap

core

log

db

dblog

seat

netdump

autodeploy

imagebuilder

updatemagr

archive

English ~ - Actions ~ Logout

Utilization

L 51.4% of 10.6 GB

Mot available

Used Space - 9.7 GB 1.4% of 26.0 GB

Available Space - 251 MB

Total Space - 9.7 GB 0.1% of 49.1 GB
“ 99.7% of 9.7 GB
| 0.9% of 9.7 GB

| 0.6% of 14.6 GB

| 0.3% of 24.5 GB

| 0.1% of 984.0 MB
| 0.2% of 9.7 GB

| 0.2% of 9.7 GB

| 0.1% of 98.3 GB

| 0.3% of 49.1 GB
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Improved Alerting (6.7)
/N There are vCenter Server systems with expired or expiring licenses in your inventory. | MANAGE YOUR LICENSES |[ pETALS |

vm vS p here Client Menu

8 9 3 vcsa-sfo-Olcpbulab | acrions«

[ vesa-sfo-Ol.cpbu.lab Summary Monitor Configure Permissions Datacenters Hosts & Clusters VMs Datastores Networks Linked vCe

w |ssues and Alarms
All Issues ACKNOWLEDGE RESET TO GREEN
Triggered Alarms

+ Tasks and Events Alarm Name Y Object T Object type 4 Severity v

Tasks ° Log Disk Exhaustion on vcsa-sfo-01 £ wecsa-sfo-Ol.cpbu.lab Folder @ CRITICAL
Events

Sessions

Security

Health

CPU

Warning 75%
Critical 90%

»

Recent Tasks Alarms
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Syslog (6.7)

vmware

Create Forwarding Configuration

Specify forwarding configuration for remote syslog servers {(no more than three).
Server Address Protocol Port

. 10.158.137.12 TLS 6514
. 10.158.137.13 TCP 601

10.158.137.14

Confidential | ©2018VMware, Inc.

CANCEL SAVE
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Flexible Patching & Update (6.7)

vm Appliance Management Thu 03-29-2018 08:35 PM UTC @ English Help - Actions v Logout
Summary Current version details SETTINGS Staging options
Monit Appliance Type vCenter Server with an embedded Platform Services Controller
onitor Stage only
Version 6.7.0.10000
Access
Stage & Install
; Available updates (Last Checked Mar 29, 2018, 12:00:00 PM)
Networking
@ Updates and patches are cumulative. The most recent update or patch in the table below will contain all previous patches. > ¢
Thos Selectable Updates
STAGE ONLY STAGE AND INSTALL
Services 5 - .
Version Y Type Y Release Date Y Reboot Required Y Severity
Update o > 6.7. Upgrade No Critical M 0] nth |y P atc h es
g 2 > 6.7. Fix No Moderate
Administration
> 6.7. Fix Yes Important U dateS O tiOﬂS
Syslog p p
> 6.7. Fix Yes Critical
Backup 4 Items C D RO M

vmware
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Platform Services Controller
vSphere Client

vm vSphere Client Menu L 1 & ~ Administrator@VSPHERE.LOCAL (

Administration

PSC UI nOW included in = Access Control
vSphere Client roles EETEiGoET || T et

Global Permissions

Policies Identity Sources Active Directory Domain Login Message Smart Card Authentication

~ Licensing A set of rules and restrictions on the format and expiration of Single Sign-On user passwords
Co nf|gu ration Tab Licenses Password Policy
. ~ Solutions o oth
* Identity Sources Clent Plug-ins escription
. . . - Maximum lifetime Password must be changed every 20 days
Active Directory Domain Deployment
Customer Experience Im... Restrict reuse Users cannot reuse any previous 5 passwords

Policies
Login Banner

~ Single Sign On .
Maximum length 20

Users and Groups

Configuration Minimum length 8

~ Certificates Character requirements At least 1 special characters

At least 2 alphabetic characters
At least 1 uppercase characters
At least 1 lowercase characters

Certlficate M a nagement At least 1 numeric character

Identical adjacent characters: 3

Smart Card Configuration

Certificate Management

A

Recent Tasks Alarms

@
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Additional Resources
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vSphere Upgrade eBook

NV

VMWARE VSPHERE 6.5

Insights for vSphere administrators

GIS(CIRVANBIINICE®,

vmware

http://www.vmw.re/vsphere-upgrade-ebook
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vSphere 6.7 Upgrade eBook!

vmware

vmware

NEXKR 15 THE- Tli'Mf'_.;_I(. 1'.'
UPFR/ ,,r) ,*-Q _—
v*1\ \/\/ }\, }\Ll JDF’HER

-~
B

|
)

Authors:‘-Ni el Hickey & Davud Stam;ﬁ"i
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Frequently Asked Questions

https://vspherecentral.vmware.com/faq/

Vmwal’e' What are you locking for? @ @

m vSphere Upgrade FAQ

Frequently asked questions regarding vSphere Upgrades

‘ Can we have an External PSC and an Embedded PSC topology deployed in vSphere 6.77 ~ ‘
2 gratic

‘ How difficult would it be to use the Windows vCenter Server 6.7 for now and then switch over to the vCenter Server Appliance later on? ~ ‘
‘ Is it possible to convert a 6.0 Windows vCenter Server to a 6.7 vCenter Server Appliance? ~ ‘
‘ Instead of migrating our environment, can | build a new VCSA 6.5 and then connect our nodes to it and still get all the benefits? ~ ‘
‘ For migration purposes, can | vMotion my ¥YMs from my ESXI 5.5 u3 to a ESXI| 6.5 U1 host within the same cluster? ~ ‘
‘ Will the migration tool also take folders and permissions with it? ~ ‘
‘ For migration: if existing vCenters are in Enhanced linked mode, will it stay after migration in linked mode, or will the ELM be removed during the process? ~ ‘
‘ What is the best way to revert back if the upgrade from vCenter 6.0 on Windows to VCSA 6.5 fails? ~ ‘

‘ Can | upgrade from vSphere 5.5 to vSphere 6.7? ~ ‘
‘ How can vSphere 6.5 Update 2 be migrated or upgraded to vSphere 6.7 if there is no update path? ~ ‘
‘ When upgrading from vSphere 6.0 to 6.7, does the vCenter name & IP address stay in place? ~ ‘

| If | ugﬁrade a standalone 6.5 then can | use the HA functiona\it¥ afterwards? - ‘
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vSphere Central
http://vspherecentral.vmware.com

vmware

Curated repository of
vSphere resources including
blogs, KBs, videos, and
walkthroughs

Simple to access and a single

URL to remember
Conveniently export

resources to PDF for offline
viewing
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vSphere Central
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vSphere 6.5 Topology and Upgrade Planning Tool

http://www.vmw.re/65upgradetool

* Online, browser-based tool — no
install necessary

* Walks you through key decisions
when planning and upgrade or new
deployment

* Provides upgrade/deployment steps P T
along with a diagram and links to key
documentation
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Lightboard Videos - vSphere YouTube Channel

Emad Younis Adam Eckerle
e Sr. Technical Marketing Architect, VMware

Sr. Technical Marketing Engineer, VMware

[/O\J Lcuc/ - tﬂcr\'phm
\/Y’\a#/m 'y_nc,.mh.,\

Exanple

Kyle Ruddy Mike Foley
o Sr. Technical Marketing Architect, VMware

Sr. Technical Marketing Engineer, VMware
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Thank Youl!

vmware



