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Point of View: IoT and Analytics
Most analysts agree that the number of connected devices will soon outnumber the 
world’s population, if it hasn’t already. Concurrent with the explosion in the number of 
devices, there’s been a tremendous growth in the amount of data generated. Whereas 
this data is being used by some businesses to better serve their customers, a large 
number of today’s businesses are largely unaware of their opportunities, challenges, 
and solutions to tap this vast resource.

Herein we provide a high-level discussion on the categories of use-cases businesses 
might consider to solve using connected devices and data collected by these devices, 
key decisions they must consider making early on, related technologies that we 
recommend they investigate, and how we at VMware can assist them in the process.

IoT Proliferation

In looking at this bar chart constructed from a survey of more than 3,600 organizations 
with active and deployed IoT solutions, conducted by MacGillivray et al. (2017), we can 
observe that IoT use-cases exist in most industries.

They may not be obvious since they often cross departmental and technological lines 
in a business. However, data shows that businesses in most industries have implemented 
IoT solutions and therefore such use-cases must exist.

Ingest, Analyze, Engage
Like most things that IT brings to the table, IoT and analytics are tools that businesses 
use to improve efficiency, enhance customer engagement, or create a new revenue 
stream. Our focus thus needs to be on the achievable outcomes. A constant we’ve 
observed when evaluating customer expectations from IoT solutions is the pattern 
“Ingest, Analyze, Engage.”
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An IoT solution ingests data from sensors and devices, the analytics component then 
uses this data to arrive at conclusions (i.e. it analyzes), and the results trigger actions 
which allow the business to engage with infrastructure or their customer.

“Ingest, Analyze, Engage” is therefore being used by businesses to constantly 
improve their products and services by active or passive feedback. Such feedback 
could come from myriad sources, such as humans, computers, sensors on trucks, or 
assembly lines.

It is tempting to associate analyze with Machine Learning (ML). However, ML isn’t the 
only means to analyze and interpret data. It is one of the many ways that you may 
consider, if appropriate, to your dataset and use-case.

Consider, for instance, a very simple use-case of monitoring water levels at cattle 
watering stations. Experience may have taught cattle farmers that they need at least 
six inches of water in troughs and that it needs to be maintained at that level between 
sunrise and sunset. This is easily detectable by taking input from a sensor (ingest), 
comparing this input to set values (analyze), and triggering actuators to activate 
pumps to maintain water levels in the troughs (engage). Clearly, in this instance, a 
farmer’s experience has been leveraged to determine the trigger levels and ML is 
unnecessary. Should ML be required, it could replace our fixed value comparison.

Class your Use-Case
At VMware, we take an IT solutions based approach which implies that we work from 
our customers’ use-cases toward products and services that will assist us in 
addressing those use-cases. We observed IoT use-cases in the market and divided 
them into three high-level categories:

• Continuous Customer Engagement — Category of use-cases where the data ingested 
comes as active or passive input from end users and effects how a business engages 
with their customer.

• Digital Engagement — Category of use-cases where the data comes from infrastructure 
components such as machinery, hardware, and software and is used to better detect 
faults and inefficiencies targeting improvement in business processes.

• New Business Models — Category of use-cases that enable new revenue streams  
and markets.

Let’s go through some of these use-cases:

Treatment Adherence would allow care facilities to monitor if patients are following 
the treatment plan by taking medications as prescribed using smart pill boxes 
(Silverman, 2017).

Smart Inspections in insurance, airlines (Stumpe, 2017), and structural and civil 
engineering (Fuller, 2017) allows inspections using drones and image recognition.

Mining companies, for example, use Predictive Maintenance to schedule preventative 
maintenance (Rio, 2015) of heavy infrastructure since it impacts productivity 
immediately. Similar methods are used in other industries (Marr, 2017) to prevent 
downtime and operate machinery optimally.

Imagine getting a new sports driving mode for your car like you buy an app in Apple 
Store or Google Play Store. That’s what Software Feature Delivery can enable in the 
Automotive space. Over the air updates for cars (Sage & Orlofsky, 2017) may be 
coming to an ECU near you soon! (Airbiquity, n.d.)
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Driving Risk-Based Pricing for Auto Insurance enables an insurance company to price 
insurance per individual driving habits (Greenough, 2015) as measured by devices 
tethered to the car’s onboard computer or a device the user carries with them.

Automated Checkouts as being trialled by Amazon and WalMart allow customers to 
shop without queues. (Leswing, 2017) Disney is using IoT and analytics to engineer 
away friction (Kuang, 2015) from your holiday experience in a really large store (a la 
Disneyland).

Smart Cities have been in the news in the recent past. These enable, among other 
things, efficient resource consumption, safer roads, and increased longevity of public 
infrastructure. (Maddox, 2015)

Ingest, Analyze, Engage — it’s evident in every use-case.

IDC surveys (Turner & MacGillivray, 2016, Turner & MacGillivray (2017)) find that the 
primary motivation for businesses to consider and implement IoT solutions is to 
improve business productivity and internal efficiency.

We encourage you to think about your IoT and analytics use-case and slot them into 
one of the following three categories:

• Continuous Customer Engagement

• Digital Engagement

• New Business Models

When considering IoT use-cases, and in light of survey results, we encourage you to 
focus on quantifiable goals to show improvement in productivity and efficiency, or 
rather use-cases that you could bucket in the Digital Engagement category.

Identifying a Gap
Data being produced doesn’t necessarily mean that it is being ingested. Data being 
ingested doesn’t necessarily mean it is being analyzed, and data being analyzed 
doesn’t necessarily mean that analyses is being acted upon. We encourage you to 
follow through the entire chain of data flow (i.e. from ingestion), to how it is being 
analyzed, and how the results of that analyses are being used to engage to discover 
your IoT and analytics solution. You’ll know that there’s space to improve and build 
when you find a pathway that isn’t entirely clear, automated or timely.

We encourage you to assess the solution in place or the gap that you find using 
Foundational Elements discussed in the next section.

Foundational Elements
Whereas IoT and analytics is exciting, it is equally complex because there are many 
interdependent components and decisions. The first and foremost of this is hardware, 
or simply “things” in Internet of Things.

Hardware life-cycles varies significantly by device type. Whereas, mobile phones are 
replaced every one to two years in the US (Entner, 2015), personal computers 
replacement cycle has been observed to slow down to six years (Shah, 2016).
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Replacement cycles may stretch out further with other types of hardware. Consider, 
for example, IoT projects to dynamically update Engine Control Units (ECUs) software 
in a Smart Feature Delivery IoT use-case, or street lighting firmware in a Smart Cities 
use-case. A usual deployment in this case would be tens of thousands if not hundreds 
of thousands units spread around a wide geographical area. Replacement schedules 
could possibly span over a decade.

We believe that hardware used in IoT and analytics solutions will experience a range of 
replacement schedules. Should the solution depend on consumer devices like mobile 
phones, businesses can expect to architect their solution based on a short replacement 
cycle. Whereas, if businesses are dealing with sensors like in the Smart City scenario 
above, they should consider the possibility of a very long replacement cycle.

Similarly, there are other choices, such as the choice of communication protocol, and 
delivery method that are crucial in the initial stages since they could be very difficult  
to change later.

IoT Challenges

High-Level Decisions

Our research points to a recurrent theme in that there are five key high level decisions 
to be made in early stages of architecting and implementing an IoT and analytics 
solution. These are:

• Hardware Platforms

• Software Platforms

• Security and Privacy

• Connectivity, which includes networks and protocols, and

• Deployment Architecture, which includes the decision to have edge or central 
prediction capabilities, and distributed or centralized training capabilities
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Relevant Solution Domains
When making decisions in the five key areas identified identified in the previous 
section, businesses must consider the impact the decisions have on each other. Since 
these are also technical decisions, businesses should evaluate underlying technologies 
as part of the decision making process.

We believe that the decision making process can be assisted and will benefit from 
maturity in other solutions domains. The five solution domains that we think relevant are:

• Multi-Cloud

• Software Defined Networking, Software Defined Wide Area Network, and Network 
Function Virtualization

• DevOps and Site Reliability Engineering

• Blockchain

• Developer Ready Infrastructure, or what is also sometimes referred to as 
Developer Cloud

Some of these may not be entirely necessary, such as blockchain, but we’d still 
encourage an evaluation.

Since IoT and analytics is built on, consumes from and brings together many IT solutions, 
we believe success of IoT and analytics implementations is directly affected by the 
strength of foundations that an organization has in DevOps, SRE, Multi-Cloud, 
Software Defined Networking, and Developer Ready Infrastructure.

VMware offers products and services in these areas and for the most part customers 
aren’t restricted to consuming products and services from VMware. We’ll work with 
you to implement an architecture that is best suited to your needs, agnostic of vendors.
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Underpinning Foundations
High-level decisions take us one step closer to IoT solution architectures. Each high-
level decision, whether that be a choice of platform, product or standard needs to be 
underpinned by four key things. These are:

• Product roadmaps

• Product and vendor selections

• Industry partnerships

• Recommended architectures

Surveys by IDC have found that many organizations choose a professional services 
partner to assist with understanding and implementing IoT and analytics solutions. 
Surveys also find that customers prefer using professional services partners that are 
also product vendors.

Partner with VMware for IoT

At VMware we’d like customers to choose our products and us as a professional 
services partner to implement their IoT and analytics solution.

We bring:

• IoT roadmap for VMware products

• Compatible, supported and verified vendors and products

• Industry partnerships

• Reference architectures, recommended architectures and solution architectures  
for customer specific use-cases

These support and underpin the five high-level decisions enabling solutions  
and implementations.
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Call to Action
Since IoT and analytics is at an early stage of adoption, we recommend the following:

• Engage with your account team in IoT conversations. They’ll get the right people 
involved to help you think through use-cases relevant to your business.

• Partner with Professional Services Emerging Technologies to identify opportunities, 
technologies and challenges associated with implementing an IoT solution. IoT is 
supported by at least five key decisions that are inter-dependent.

• Focus on use-cases where ROI is easily quantifiable. Today, this is around cost saving 
and increasing efficiency internally.

• Establish a constant line of communication with your account team and Professional 
Services Emerging Technologies. Work with us on Proof of Concepts relevant to your 
organization.

• Re-Engage with us after consuming our blog posts, white-papers, high-level 
architecture, and product expertise. Introduce your technologists to architects 
working with DevOps, Multi-Cloud, SDN/SD-WAN/NFV, SRE, Developer Cloud (or 
Developer Ready Infrastructure), and Blockchain.
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