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Los ambientes actuales demandan visibilidad

Disponibilidad, desempeño, costo, seguridad, cumplimiento son algunas de las 

variables que requieren visibilidad y monitoreo

On-Premises

Private
Cloud

Traditional
IT

Virtualized Public
Clouds

Off-
Premises

Hybrid
Cloud

Hosted

La visibilidad END-TO-END
Se complica pues cada solución integra su propio monitoreo
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vSphere

BRANCH

BRANCH

EDGE/IOT

TELCO/NFV

BRANCH

BRANCH

DC
DC

DC

BRANCH

DEEP INSIGHT

BROAD VISIBILITY

NSX 
Intelligence

SD-WAN
Orchestrator

NSX

BARE METAL CONTAINERS VIRTUAL MACHINES

VMware vRealize® 
Network InsightTM
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End-to-end, Agentless, Scale out en Software y SaaS
Plataforma de operación de redes y seguridad

Hybrid Cloud
Public Cloud

Campus, Branch Offices, 
VMware SD-WAN™ 

by VeloCloud®

Data Center & Private Cloud, 
vSphere, NSX, Switch, Router, 

Firewall, Physical

VMs, Containers, 
Microservices, Applications

Virtual Desktops, IoT

vRealize® Network InsightTM

APIs

Config

Metadata

Integrations

Metrics

Flows

Events

Streams
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Aborda distintos casos de uso

SecurityRedes Aplicaciones

Network Admin:

Visbilidad Overlay-Underlay
Comunicación Branch-DC-Cloud

Optimización de red

Infra/Cloud Admin:

Descubrir
Migrar

Conectar y asegurar

Network/Security Admin:

Planeación de la seguridad
Micro-segmentación

Auditoria y cumplimiento
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Redes
• Troubleshooting, Análisis, Topologías

• Desempeño y análisis de latencia de red*

Operaciones de red y seguridad centrada en la Aplicación

Multi-cloud
(VMC, AWS, Azure)

Containers
(K8s, PKS, OpenShift)

Virtual
(SDDC/NSX,

VCF)

Physical 
(Switches, Routers, 

Load Balancers
& Firewalls)

Branch and Edge
(VeloCloud)

vRealize Network Insight

Seguridad
• Visibilidad del tráfico por aplicación

• Operaciones, control de cambios, recomendaciones

Aplicaciones
Descubrimiento, modelado, visibilidad
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Operaciones de red y seguridad centrada en la aplicación
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Casos de uso
VMware vRealize® Network InsightTM
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Casos de uso de vRealize Network Insight

SeguridadRedes Aplicaciones

App Discovery
Micro-Seg y Compliance
App Migration
Network Performance Monitoring and Diagnostics (NPMD)
Multi-Cloud (VMC, AWS and Azure)
VMware SD-WAN™ by VeloCloud® 
Kubernetes Containers
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Applications, Flows, Policy & Network
Descubrimiento de Aplicaciones

Discover Apps

• Naming Convention, Tags, CMDB, Security Tags, 
Security Groups, or auto discovery by ML on flows.

Curate/Approve

• Add physical end points

• Save à Auto-Baseline

Operate

• Security: Traffic Analysis, Planning,  Audit

• Troubleshooting: App and Topology

• Analytics: Top Flows, Latencies, Anomalies
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• Discover all applications in 
hours, not days/weeks.

• Complete your CMDB with 
actual application behavior. 

• Reliable application 
groupings based on network 
traffic.

• Automatically discover 
application boundaries 
without any input.

• Keep application definitions 
up to date when new VMs are 
added.

Outcomes

Benefits

Descubrimiento basado en flujos
Using Machine Learning on Traffic Patterns

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

DNS 
ServiceAD Service

Marketing Application

Web 
Tier

App 
Tier

DB 
Tier

Finance Application

Web 
Tier

App 
Tier

DB 
Tier

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM

VM
VM

VM

ML Magic
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Micro-segmentación basada en aplicaciones

Assess current environment

1

FREE Virtual Network 
Assessment Available!

Deploy NSX Data Center

2

NO changes to your current 
physical network!

Identify Application Boundaries

3

Discover services, applications and 
their boundaries!

Get Recommended Firewall Rules

4

NSX Firewall IPS/IDS helps provide 
application level rules!

Repeat, Monitor, Troubleshoot

5

Deploy micro-segmentation starting 
with most critical apps first!

.NSX



Confidential │ ©2020 VMware, Inc. 15

Migración de Aplicaciones
.

Customer 
Data Center

Discover Apps
Identify network flows 
between apps, discover 
services, app tiers and 
VMs/servers that 
comprise the app.

Analyze Apps
Understand the 
complexity of moving
each app and the 
dependencies between 
tiers of the app as well 
as with external entities

Secure Apps
Identify and implement 
consistent security 
policies and micro 
segmentation between 
VM/apps enabling a 
“zero trust” security 
posture.

App 1

4
Optimize Apps
Optimize capacity, 
performance and 
configurations across 
multi-cloud environments

vRealize Network Insight NSX vROps & vRNIApp 2

5

2

1

3

HCX 

Migrate Apps
Move workloads at 
scale using cold, warm 
or live migration 
across a WAN 
optimized, layer 2 
network stretch.

VMC on AWS
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Cumplimiento
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Métricas RTT por flujos

Desempeño y diagnóstico de la red
Detección de anomalías en flujos

Métricas de Latencia
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Integración con vRealize Operations

• Objetos soportados: 
• Virtual Machine
• NSX-v Edge
• NSX-v Controller
• NSX Manager
• vSphere Host
• vSphere Cluster
• NST-T en próximas

versiones
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VMware Cloud on AWS – Direct Connect
End to End Visibility - across on-premises to VMC SDDC

VLAN 10 

VLAN 20

Management Traffic

Compute Traffic

10.10.0.0/16

On-premises 
Network

Customer DC

DX Location

AWS DX
Router

Customer/Provider
Router

Customer
Network

AWS Backbone
Network

Private VIF

Compute

Storage

VMware Cloud on AWS

Network
SDDC

CGW

Network

Network 
B

Router

10.20.0.0/16
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Visibilidad de SD-WAN by VeloCloud

India 
Branch Office

DC with VMware 
Edge (Hub)

Amsterdam 
Branch Office

Detroit 
Branch Office

SaaSSaaS

Training 
Video Server

IP
Se

c

Video Storage 
Backend at AWSInternet

Problem flow

Pr
ob

le
m

 fl
ow

Configuration, 
Network Flows & 

Metrics

Application Availability
Dashboards:  Applications 
(L7 detection), Sites, Edges, 
Hubs, 

Flow Analysis
Quality of Experience

Application Usage

Top Edges

Bad Links

Full Path Visibility
Plot out topologies between Edge 
to the Data Center or to the Cloud

Visualize all network components 
and identify potential issues.
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Visibilidad en entornos Kubernetes

Connect the dots between containers and virtual & physical infrastructure

Plan security policies for micro-servicesBring network visibility to containers
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Better Together

Application Discovery

• Automatic Discovery of Applications 
using Machine Learning and Network 
Flows (in SaaS only)

• Troubleshoot in App Context, Plan 
Security, Migrate to Cloud

VMware vRealize® 
Network InsightTM

April 14, 2020 - Comprehensive End-to-End Visibility and Analytics
VMware vRealize® Network InsightTM 5.2 + NSX-T 3.0

NSX-T Troubleshooting and Day 2 Operation

• NSX-T 3.0 Support w/ 35+ Events and 
Alerts

• NSX-T Edge, Host and Management 
Node Dashboards

• NSX-T Host Transport Node Latency and 
Packet Drops

Enhanced End to End Visibility

• VMware Cloud on AWS Visibility with     
AWS Direct Connect 

• VMware SD-WAN™ by VeloCloud® 
Application and Business Policy Statistics

Integrations

• Integration with vRealize Operations 
(Network Info, Alerts, Events, Launch 
in Context)

DEEP INSIGHT

BROAD VISIBILITY

NSX 
Intelligence

SD-WAN
Orchestrator

NSX
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Ambientes físicos y virtuales
Cobertura e integraciones
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Evaluación gratuita
VMware vRealize® Network InsightTM
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Realiza tu Virtual Network Assessment
vmware.com/go/vna
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Powered by vRealize Network Insight Cloud
Assessment para SD-WAN

https://pages.cloud.vmware.com/vrni-sd-wan-assessment

https://pages.cloud.vmware.com/vrni-sd-wan-assessment
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https://pages.cloud.vmware.com/vrni-sd-wan-assessment
vRNI & SD-WAN Pre-Assessment

WAN link savings

Device Savings

Management Savings

ROI

Bandwidth Utilization

Packet Drops

Link Availability

Across MPLS and Internet links

Link Metrics

Top Applications

Top Services

Across MPLS and Internet links

Applications

Site Current BW 
Utilization

Current Top 
Applications

Edge-Type Recommended 
BW Tier

Recommended 
Edition

Site 1 9 Mbps Office 365 Edge 510 10 Mbps Premium

Site 2 87 Mbps Sales Force Edge 510 100 Mbps Premium

Site 3 173 Mbps AWS Edge 540 200 Mbps Premium

Recommendations

https://pages.cloud.vmware.com/vrni-sd-wan-assessment
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30 day trial 
vRealize Network Insight Cloud 
https://cloud.vmware.com/network-insight-cloud#get-started

Hands On Labs
https://labs.hol.vmware.com/HOL/catalogs/catalog/1212

https://cloud.vmware.com/network-insight-cloud
https://labs.hol.vmware.com/HOL/catalogs/catalog/1212
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Contacts: vrni-tech@vmware.com

vRealize Network Insight Home Page
Recursos adicionales

http://vmware.com
https://www.vmware.com/products/vrealize-network-insight.html
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vRealize Network Insight 
Demo


